Install Guide - SetupWizard - Snowflake - RED 10.2
WhereScape Enablement Pack for Snowflake - RED 10.2
This is a guide to installing the WhereScape Enablement Pack for Snowflake for WhereScape RED
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Prerequisites For PostgreSQL Metadata

Before you begin the following prerequisites must be met:

¢ Create Database and ODBC DSN :
* Supported* version of PostgreSQL (PostgreSQL 12 or higher)
* A database to house the RED Metadata Repository.

* A database for the Range Table DB (Optional)
* A database to house scheduler (Optional)

* Software Installations
* WhereScape RED10 with valid license key entered and EULA accepted

e WhereScape Enablement Pack for target database version RED10

¢ Windows Powershell (64 bit) version 4 or higher
¢ To check Windows Powershell Version:
« Run below command in Windows Powershell

Get-Host|Select-0bject Version
« Run below command in Command Prompt

powershell $psversiontable

¢ Run the following command using PowerShell
« The security protocol TLS 1.0 and 1.1 used by PowerShell to communicate with PowerShell gallery has
deprecated and TLS 1.2 has been made mandatory

[Net.ServicePointManager]::SecurityProtocol = [Net.ServicePointManager]::SecurityPrc
Register-PSRepository -Default -Verbose
Set-PSRepository -Name "PSGallery" -InstallationPolicy Trusted

- Progress bar placeholder info line

Install-Module -Name PoshProgressBar -SkipPublishexCheck -Foxce

*: RED supports the following versions for the metadata repository: PostqreSQL 12 or higher

Prerequisites For Snowflake

Before you begin the following prerequisites must be met:

¢ Create Database and ODBC DSN :
« Snowflake (ODBC driver version 2.22.01 or higher(64-bit))
¢ At least one schema available to use as a RED Data Warehouse Target

* Snowflake driver Log Level set to 0 in the Windows Registry and the Snowflake DSN Tracing set to 0


https://docs.snowflake.com/en/user-guide/odbc-windows.html

Configuring DSN using key-pair authentication:

* Generate either an encrypted version of the private key or an unencrypted version of the private key followed by public key generation. Attach the key
to Snowflake account.

¢ Create a new DSN and enter the following details:
e Server : <account_name>.snowflakecomputing.com

¢ User : Snowflake username
* Role/Warehouse/Database/Schema : optional defaults
* Authenticator : snowflake_jwt
* Private Key File Path : Path to rsa_key.p8 file
* Private Key Password - required only if encrypted
¢ Click Test in the ODBC DSN setup window.

Data Source: snowfiake_mfa
User: =—r=rs l
Password: | l
Server: | e e S0 lakecomputing .com ‘
Database: | WHERESCAPE_EP ‘
Schema: | ‘
Warehouse: Iwrenscmz_:—:mznmcs ‘
Role: | PrT—— l
Tracing(0-6): | 0 l
lAumenncaoor: snowfiake_jwt ‘ I
Proxy: ‘
NoProxy:
Private key fle: C:\Windows\System32ysa_key.p8
Private key passwerd: | eeessseesssesee ‘

Note: A detailed setup document "Setup Guide_Snowflake_key-pair_authentication" is available in the
Enablement Pack folder for reference.

Configuring DSN using OAUTH authentication:

* Snowflake supports the OAuth 2.0 protocol for authentication and authorization using several options. Please go through official document
<https://docs.snowflake.com/en/user-guide/oauth-intro> to understand which applications are supported.

« Tllustrating how to configure Snowflake as an OAuth Resource and Okta as an External OAuth authorization server.

¢ Create a new DSN and enter the following details:
e Server: <your_account>.snowflakecomputing.com

¢ Role/Warehouse/Database/Schema : optional defaults
¢ Authenticator: oauth

Under OAuth section:

¢ OAuth Client ID: <okta_client_id>
¢ OAuth Client Secret: <okta_client_secret>

¢ Scope: session:role:<role_name>
¢ Token URL: https://<okta_domain>/oauth2/default/v1/token
¢ Auth URL: https://<okta_domain>/oauth2/default/v1/authorize


https://oauth.net/2/
https://docs.snowflake.com/en/user-guide/oauth-intro
http://snowflakecomputing.com/

snowtlake Lonfiguration Lialog X

Data Source: Snowflake_OAUTH F
User: | [T T ‘
Password: | ‘
Server: I e e sOWfakecomputing, com l
Database: I WHERESCAPE_EP l
Schema: | ‘
Warehouse: | WHERESCAPE_ENTERPRICE ‘
Role: | [, ‘
Tracing(0-6): | 0 ‘
Authenticator: [oauth ] [
Proxy: I l
NoPraxy: | ‘
Private key fie: | ‘

|

Private key password: |

OAuth

Client Id: Il—l Ly l
Cient Secret: | l
Scope: |sess‘0ﬂ:lole: [ ‘

Authorization URL: | https: /=m0 '-dda.mm{naumzfau‘

Token Request URL: Ihtms:i'l—-l-—-— [————

Redirect URI: | ‘

Add access token in Registry Editor by following the below steps:

¢ Press Win + R, type regedit, and press Enter.

Navigate to:
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBC.INI\

¢ Locate and select your DSN (Data Source Name).

Right-click in the right pane and select New > String Value.

Enter the appropriate field name and value, ensuring they match the required configuration.

t String

Value name:
"TOKEN |

Value data:
‘I‘l *‘L-!-i‘- - ’.'._III-E = an _ll-.l'-l ;I_--ll‘!l

OK . Cancel

¢ Click OK.
* Now, click Test in the ODBC DSN setup window to verify the connection.

Note: A detailed setup document "Setup Guide_Snowflake_oauth_okta_authentication" is available in the Enablement
Pack folder for reference.

Python 3.11 or higher

¢ Select "Add Python 3.11 to PATH" from installation Window
¢ Pip Manager Install with command : python -m pip install --upgrade pip

Note: Some of the libraries might be deprecated in the newer versions of python (Python 3.12 and higher)

Installation Through Setup Wizard
Run Setup Wizard as administrator


https://www.python.org/downloads/

" Red Setup Wizard

WhereScape®
RED

Metadata and Enablement Pack Installer
This installer will take you through the steps to configure RED and enable your source
and target platforms. This installer can be used for creating 3 new RED metadata

repositary or to configure an existing metadata repository by installing or upgrading
WhereScape Enablement Packs.

Cancel

Create new repository or upgrade already existing repository.

w Red Setup Wizard

Metadata Repository

WhereScape RED requires a PostgreSQL database repository to store its metadata.

Create a new metadata repository or select an existing metadata repository to continuer

® Create new repository

stall the RED metadata, co;
Enablement Packs

ctions and install

©) Use existing repasitory

Validate/up
Enablement Packs

r RED metadata and install/upgrade

Cancel Next

Select the created ODBC DSN, input login details and then select "Validate". Press Next

4

Configure Metadata Database

RED will need a database to store information about your data warehouse. Create a database for the RED
metadata and connect to it here,

Data Source Name REQUIRED

test_sf (64-bit) vz

User Name
Password

Connection String

Validate @ validated OK

Select the directory that contains unzipped Enablement Pack for installation. Press Next



WhereScape Enablement Pack

Enablement Packs contain complete RED configurations for working with a wide range of data
sources and your licensed RED data warehouse platform. In order to use RED you must at least
install the Target Enablement Pack that matches your data warehouse database platform.
Additional Enablement Packs can also be installed or upgraded with this installer.

Download a WhereScape Enablement Pack from our Support portal and unzip the file to

a local directory.

Select a directory that contains an unzipped Enablement Pack for installation:

Cancel Previous Next

Using the check boxed list, include or exclude the components that are to be installed. Press Next

| © Red set

\RED10_TaréetEP_Snowflake_._ ete “dDBTY BT

Configure Enablement Pack

Choose to enable only certain components of the database enablement pack or click Next to enable them all.

V] Database Function Set v
Data Type Mappings Set v
Ul Configurations v
Extended Properties v
Host Script Languages v
PowerShell Modules v
Conan o wea
Cancel Previous Next

Configure a target connection (example, Data Warehouse) and its target locations. Validate and press ADD.
[

Snowflake (64-bit) v

User Name

Password

Connection String

Target Storage Locations Rrequirep

=+ Add another Location

Validate @ validated OK Add

Cancel Previous Next

When done, press ADD and then Press Next to advance.



1% Red Setup Wizard

Add Targets

Configure the connection where your data warehouse will live. Added Ta rg ets

Data Warehouse

Snowflake

-+

Add another target

Next

Configure a data source connection (optional) and its target locations. Validate and press ADD. Press Next to advance.

P Red Setup Wizard

Add ODBC Sources

Add ODBC data sources now or click ‘Next' to skip this step and configure Added Sources
your sources later in RED

Connection Name

User Name

Password

Connection String

Validate Add v

Cancel Previous Next

Review the installation summary and press Install

P Red Setup Wizard

Summary
Metadata Location

ODBC Data Source: test_sf
ODBC Database: (empty)
ODBC User Name:
Connection String: ¢
RDBMS Type: PostgreSQL

Enablement Pack Directory @IS NNESESGSpISicupsnBunBanmn ~
g #\RED10_TargetEP_Snowflake ‘mmi 2i0fen 0"

Database Functions Set
Database Function Sets/Snowflake Function Set.xml (41 KB)
Data Type Mappings Set
Data Type Mappings/SNOWFLAKE from DB2.xm| (3 KB)
Data Type Mappings/SNOWELAKE from Filexm| (7 KB)
Data Type Mappings/SNOWFLAKE from FIXED WIDTH FILExml (1 KB)
Data Type Mappings/SNOWFLAKE from Oraclexml (3 KB)

Cancel Previous Install

Clicking on the View Logs will take to the installation log. Click on Finish once the installation is completed successfully.



w Red Setup Wizard

WhereScape”
RED

Your WhereScape RED repository was successfully
configured!

Note: Some Enablement Pack installations require further configuration steps ence in RED.
When required this additional configuration will start automatically within RED after log in.

Launch RED
—
Finish

Login to WhereScape RED.

REPOSITORY LOGIN

Wherescape® oms::::[i:_z(sa-bm ;]
QRED Dauml.ogm|o|_—|

e
i e Crmmecion i S

Copyright ©2024

Licensed to Data Entrega Partner License Expires 31 DEC 2024 METADATA REPOSITORY

RED User Name: l

Note: There is a post-install script that will run at the first login to RED10 to complete the post setup wizard installation
process.

You will be directed to below PowerShell window which will give brief explanation about post installation process.

@ Theinstallation process will set up and configure the enablement pack,
¥' install necessary Python and PowerShell modules and libraries,

During installation you will be prompted to select the Enablement pack
folder location and set either Python or PowerShell default template set.
Additionally, you will have the option to choose the target location for
deploying applications.

Select the appropriate options when prompted to ensure a successful
installation.

Click 'OK’ to continue with the installation process. Click 'Cancel' to
cancel the installation process and redirect to RED.

OK I Cancel |

Press OK to start the post installation. If pressed Cancel installation will stop and user will be directed to RED.

The user will be directed to the window below, where they have to select the target connection to be configured. Additionally,
by deselecting the provided options, the user can choose not to install a particular option. "Reset Extended Properties" is
deselected by default.

&

You will be directed to below PowerShell window. Provide the directory that contains unzipped Enablement Pack.



Browse For Folder

Choose Enablement Pack Folder

RED10_TargetEP_Snowflake s i 8 i A
Auto Execute
Data Type Mappings
Database Function Sets
Deployment Applications
Docker
Extended Properties
FieldSolutions

< >

| MakeNewFolder | | oK | cancel |

Select the template set for installation either Python or PowerShell.

Select a template set to install:

& Python
" PowerShell

OK |

Press OK
The user will be directed to the window below, where they have to select the Create new profile or use existing one option.

% Please Select Required Field - X

Do you want to create a new profile file?

@ Yas, Create new one

" Mo, Use existing one

OK |

Note: For fresh installation RED will create profile file with same name as DSN, which the user can use or choose to create
new profile file.

Press Ok.
For "Yes, Create new one" option , user will be directed to the window below.

%® Target Connection Details — O *

Enter Details For Data Warehouse

User ID |

Password |

Ly

Caonnection String DSN=8DSNS;UID=5UUSERS;PWD=5PASSWORDS;

DSN | =]

_ o |

Note: User can use default connection string or input new one.
Press OK
The user will be directed to the window below, where user can add profile name.



%w® Profile File Mame — O pod

Flease enter the profile file name:

oK |
.
Press Ok.

The below pop up will come to confirm the user that profile is created at that location

File Created X

Profile file created successfully
| ALCAUSErs\Ibl oo e’ e Bgmicscy wtom v e budt o -
Lprofile

OK I

Press OK.
If the user choose "No, Use existing one" option.

% Please Select Required Field — x

Do you want to create a new profile file?

" ¥es, Create new one

@ No, Use existing one

0K

Press OK
The user will be directed to the window below ,where user can select the exiting profile file.
W Select the Profile File (|
Lol e [+
oK |
4
Press OK.

The progress bar will show the post installation progress.

25%
Enablement Pack Setup

Setting extended properties and windows connection

User will have to choose the schema for the target setting that were provided. Three of such pop up will come for setting
default target schema for Date Dimension, File Formats and Jobs.

W Select Target Name - X

Pleaze zelect target name to install Date Dimension:




W Select Target Name - X

Please select target name to install File Formats:

VP Select Target Name - X \‘

Please select target name to install Jobs:

After selecting the target schema progress bar will show the progress for the installation and once it's completed, you will get
the below pop up.

@ Installation Completed

After pressing OK RED10 will open automatically.

Development EEIET| Object Resutts o
~ [ All Objects.
> 8 Connection
il Load Table
> {3 Stage Table:
@l Data Store
Hub
Lk
¥ Satelite

& covane

> 3 Dimension
) Dimension View
2 Fact Table Resalls D
£ omegee | Object Message J_I_l‘ =
dover el post... and inserted into testf[test_s] (64610
5 s e -
R e e

> G Procedure

> 58 Host Scipt welpost... 603 Srmplete

> (8] Template . 00 (Erecute sab &
o Index

> @ Customl
{3 Custom2

> 8 Jobs

> (3) Porometers

QEEEEEEEE
i
i

User will need to refresh the All Objects tree once.

Development ~[3]x
I All Objects

> @ Connection
& Load Toble

> {J Stage Table
&) Data Store
@ Hub
R Link
¥ satelte
B EDW3NF

> 82 Dimension
(@) Dimension View
2 Fact Table
Y Aggregate
] View
B Retro
B Eport

> T Procedure

> 55 Host Script

> (8 Template
5 Index

> @ Customt
B9 Custom2

> 8 Jobs

> (3) Parameters

Upgrade Of Existing Repository
For upgrade of existing repository

« From host script set script type of wsl_post_install_enablement_pack as Auto Execute - PowerShell Script



s Host Script ws|_post_install_enablement_pack

Properties Name: ws|_post_install_snablement_pack Type: | Auto Excaute -PowerShel « v

Notes
Purpase: This script was inserted by WhereScape RED LT

Owner: WhereScape RED CLT [elete Lock.

LastUpdate By:

Connection Name: v

EditLock

EditlockReason | New Script.
or Last Update:

Timestamps
Created: Last Update: Compiled:
05MAY-2023 13:23:43 [04may-2023 13:23:43

oK Cancel Help

Important Upgrade Notes
If RED upgrade the repository option is chosen.
This enablement pack will overwrite any existing Source Enablement Pack UI Configs:

Connection UI Config Load UI Config

Amazon S3 Load From Amazon S3

Azure Data Lake Storage Gen2  Load From Azure Data Lake Storage Gen2
Google Cloud Load From Google Cloud

To ensure existing Source Enablement Pack connections and associated Load Tables continue to browse and load:

Go into UI Confi\%/uration Maintenance in RED prior to installing this Enablement Pack and rename the affected UI
Configurations. While the updated Load Template will work with previous Source Enablement Pack's we recommend
moving these previous versions of Load Tables to newly created Parser based connections following this install. The
earlier versions of the Source Enablement Pack will be deprecated following this release.

® Important Upgrade Notes

A change to the script exit code has been introduced. Whenever a load/update script is regenerated, it is essential to
regenerate the linked action script. Similarly, regenerating the action scripts requires regenerating the associated
load/update scripts to keep both scripts in sync.

Post Install Steps - Optional

If you used the script Setup Wizard for installation then the following optional post install steps are available.
Configure Connections

There were Three connections added that will optionally require your attention:

1. Connection: Data Warehouse ('Snowflake')- This connection was setup as per parameters provided in Setup Wizard

2. Connection: 'Database Source System' - this connection was setup as an example source connection,
a. open its properties and set it up for a source DB in your environment

b. or you can remove it if not required

Enable Script Launcher Toolbar

There are a number of stand-alone scripts which provide some features such as "Ranged Loading", these scripts have been
added to the Script Launcher menu but you will need to enable the menu toolbar item to see them.

To enable the Script Launcher menu in RED: Select menu item 'View->Toolbars->Script Launcher'

Source Enablement Pack Support

Source Supported Supported Features Prerequisites
Pack By
Name Snowflake
Amazon Yes Bulk load to Snowflake For PowerShell Load :
S3 Install-Module -Name AWSPowerShell
Azure Yes Bulk load to Snowflake Generate and add SAS token to Azure Data Lake Storage Gen2
Data connection properties:

Lake



Source Supported Supported Features Prerequisites
Pack By
Name Snowflake

Storage https://docs.snowflake.com/en/user-guide/data-
Gen2 Ioakd—azure—config.htmI#option—2—generating—a—sas—
token

Google Yes Bulk load to Snowflake 1. Create Storage Integration (Snowflake)
Cloud CREATE OR REPLACE STORAGE INTEGRATION <STORAGE_INTEGRATION_NAME>
Storage TYPE = EXTERNAL_STAGE

STORAGE_PROVIDER = GCS

ENABLED = TRUE

STORAGE_ALLOWED_LOCATIONS = (‘<BUCKET_PATH>');

2. Create Staging Area (Snowflake)

USE DATABASE <DATABASE_NAME>;

CREATE OR REPLACE STAGE <STAGE_NAME>

url = ‘<BUCKET_PATH>’
storage_integration = <STORAGE_INTEGRATION_NAME>

3. Get Storage Integration Desc (Snowflake)
DESC STORAGE INTEGRATION <STORAGE_INTEGRATION_NAME>

4. Copy STORAGE_GCP_SERVICE_ACCOUNT and
create IAM on Google Cloud Console with following
permissions

storage.buckets.get
storage.objects.createstorage.objects.delete
storage.objects.get

storage.objects.list

5. Add extended Broperties to Google Cloud Storage
Connection in RE

GCS_STORAGE_INTEGRATIONGCS_STAGE_AREA_NAME

6. Plﬁase refer the official link for steps to download
gsutil:
https://cloud.google.com/storage/docs/gsutil_install

Google Yes Downloads file From Google Drive and None
Drive uploads to Snowflake Table

Windows = Yes Load Template, Source Refer to Windows Parser Guide.
Parser Properties will have option to
1§elect parser type to load the
iles.

Troubleshooting and Tips
Run As Administrator

Press the Windows Key on your keyboard and start typing cmd.exe, when the cmd.exe icon shows up in the search list right
click it to bring up the context menu, select "Run As Administrator"

Now you have an admin prompt navigate to to the folder where you have unpacked your WhereScape Red Enablement Pack
to using the 'cd' command:

C:\Windows\system32> cd <full path to the unpacked folder>

Run batch (.bat) scripts from the administrator prompt by simply typing the name at the prompt and hit enter, for example:
C:\temp\EnablementPack>install_WslIPowershell_Modules.bat

Run Powershell (.ps1) scripts from the administrator prompt by typing the Powershell run script command, for example:
C:\temp\EnablementPack>Powershell -ExecutionPolicy Bypass -File .\Setup_Enablement_Pack.ps1

Notes: In the event you can not bypass the Powershell execution policy due to group policies you can instead try "-
ExecutionPolicy RemoteSigned" which should allow unsigned local scripts.

Windows Powershell Script Execution

On some systems Windows Powershell script execution is disabled by default. There are a number of workarounds for this
which can be found by searching the term "Powershell Execution Policy".

Herr]e is the most common workaround which WhereScape suggests, which does not permanently change the execution
rights:

Start a Windows CMD prompt as Administrator, change directory to your script directory and run the WhereScape Powershell
scripts with this command:

¢ cmd:>Powershell -ExecutionPolicy Bypass -File .\<script_file_name.ps1>

Re-install Python Libraries

Press the Windows Key on your keyboard and start typing cmd.exe, when the cmd.exe icon shows up in the search list right
click it to bring up the context menu, select "Run As Administrator"

Now you have an admin prompt navigate to to the folder where you have unpacked your WhereScape Red Enablement Pack
to using the 'cd' command:


https://docs.snowflake.com/en/user-guide/data-load-azure-config.html#option-2-generating-a-sas-token
https://docs.snowflake.com/en/user-guide/data-load-azure-config.html#option-2-generating-a-sas-token
https://docs.snowflake.com/en/user-guide/data-load-azure-config.html#option-2-generating-a-sas-token
https://cloud.google.com/storage/docs/gsutil_install

C:\Windows\system32> cd <full path to the unpacked folder>
Run batch (.bat) scripts from the administrator prompt by simply typing the name at the prompt and hit enter, for example:
C:\temp\EnablementPack>uninstall_WsIPython_Modules.bat
For installation of Python libraries there are two methods
e Method 1

Press the Windows Key on your keyboard and start typing cmd.exe, when the cmd.exe icon shows up in the
search list right click it to bring up the context menu, select "Run As Administrator"

Now you have an admin prompt navigate to to the folder where you have unpacked your WhereScape Red
Enablement Pack to using the 'cd' command:

C:\Windows\system32> cd <full path to the unpacked folder>

Run baltch (.bat) scripts from the administrator prompt by simply typing the name at the prompt and hit enter, for
example:

C:\temp\EnablementPack>install_WsIPython_Modules.bat
e Method 2

Press the Windows Key on your keyboard and start typing cmd.exe, when the cmd.exe icon shows up in the
search list right click it to bring up the context menu, select "Run As Administrator"

Now you have an admin prompt navigate to to the folder where you have unpacked your WhereScape Red
Enablement Pack to using the 'cd' command:

C:\Windows\system32> cd <full path to the unpacked folder>
Run the below command
python -m pip install -r requirements.txt

For upgrade of existing repository

Enablement Pack Failure

The script wsl_post_install_enablement_pack already exists as type
"PowerShell (64-bit)". Cannot change it to type "Auto Execute -
PowerShell".

To Clipboard

In upgrade of exiting repository if the user gets above error then it means the script type of
wsl_post_install_enablement_pack is set to PowerShell(64-bit) change the script type to Auto Execute-PowerShell before
upgrade or manually run the wsl_post_install_enablement_pack script from host script from RED after upgrade.

If a valid RED installation can not be found

If you have RED 10.x or higher installed but the script (Setup_Enablement_Pack.ps1) fails to find it on you system then you
are most likely running PowerShell (x86) version which does not show installed 64 bit apps by default. Please open a 64 bit
version of Powershell instead and re-run the script.

AWS PrivateLink Documentation

Please refer to the link below for the configuration of AWS PrivateLink for Snowflake:
https://community.snowflake.com/s/article/Setup-On-Premise-DNS-to-work-in-conjunction-with-AWS-PrivateLink


https://community.snowflake.com/s/article/Setup-On-Premise-DNS-to-work-in-conjunction-with-AWS-PrivateLink

